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“CYBER ATTACK SIMULATION” 

1. Introduction The role-play activity was conducted to enhance the understanding of various 

concepts in computer networks, such as network security, intrusion detection, and incident 

response. The primary objective was to simulate a real-world cybersecurity scenario to develop 

problem-solving skills and teamwork among participants. 

Participants and Role Assignments 

A role-play activity was conducted on March 20,2025 in Sec A with a total of 24 students 

participating. The students were divided into five groups, each consisting of five members. The 

activity was highly interactive, as the students enthusiastically took part and presented their 

insights on the allotted tasks. Their engagement and active participation made the session both 

dynamic and enriching. 

 The activity was conducted among 24 students, divided into 5 groups(G1,G2,G3,G4,G5). Each 

group was assigned specific roles related to network security,roles are:- 

 Ethical Hacker: Identified vulnerabilities and simulated potential attack vectors. 

 Intrusion Detection System (IDS) Specialist: Monitored network traffic for suspicious 

activity. 

 Security Manager: Coordinated response strategies and ensured compliance with 

security policies. 

 Firewall Specialist: Configured and managed firewalls to prevent unauthorized access. 

 Network Administrator: Maintained network operations and ensured service 

availability. 

G3 and G2 awarded as Ist & IInd among 5 groups. 
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